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Abstract 
The article is focused on stability-saving problems of the digital economy as socio-cognitive 

mechanism. It is determined by the autonomous agents` teams in intellectual mobility realization 

in conditions of information "noise" and other external factors. The authors suggest creating the 

configuration of the basic characteristics of a complex of systems for monitoring and managing the 

formation of individual and group cognitive-reflective models. It is made to identify and interpret 

the reasons of agents` behavior that is realized through the information networks. Identifying the 

weak spots of it allows us to make management decisions, to plan the measures of the interactive 

communication, establish the feedback and take corrective steps as a tool for constructing of the 

future. 
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Some associations of information-cognitive consumers (collectives of autonomous agents) form 

the organizational and functional framework of the corresponding complex network systems. Investi-

gation of the properties of these associations forms a set of characteristics of aggregated personality-

cognitive clusters as part of a kind of personal-cognitive supersystem of the digital economy. 

The complexity of solving this problem lies in its multifacetedness, since random or initiated 

malfunctions in just a few directions of imprinting to individuals, of which collectives of agents, stere-

otypes of behavior based on well-established methods of interpretation of the surrounding reality, can 

divide a single system for maintaining the effectiveness of intellectual mobility on isolated areas [2; 

11]. It is necessary to underline a large amount of information "noise" or direct information attacks, 

the information affecting the individual is distorted, which requires the development of new concepts 

using current technical achievements [12]. Including with the focus on overcoming existing barriers 

(technical, departmental, etc.) for effective joint work of various organizational, technological, etc. 

structures management [6; 10]. 

When developing campaigns for the formation of individual and group cognitive-reflexive 

models for identifying and interpreting what is happening, which serve as a source of action for collec-

tives of autonomous agents as a tool for constructing the future, the authors took into account and used 

the results of a number of well-known projects, including earlier and last years (Ageev A.I., Lepsky 

V.E., Lefevr V.A., Rastorguev S.P., Shevrin H., etc.) [1; 4; 5; 11; 14]. Particularly promising in this 

regard is the Russian concept of creating a multifunctional information monitoring system - a noo-

scope, as a platform for prognostication of deep processes and trends and a tool for direct design of the 

future [3]. Also interesting in a similar work plan is Kaleva Litaru, devoted to his method - Сulturom-

ics 2.0 and the GDELT project - the creation of the analytical forecasting platform Destrometer. 

Given the considerable probability of temporarily blocking the active participation of collectives 

of autonomous agents in various forms of intellectual mobility during information attacks on personal-

cognitive clusters (for example, the events of September 11, 2001 in the United States that "knocked 

down" the politico-civilizational setting of the million autonomous agents both in the US and in other 
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countries of the world) with a large situational component of the uncertainty of the consequences (due 

to lack of information and for other reasons), the authors suggest iratsya on the controlled fragmenta-

tion of the whole personality-cognitive super-digital economy within the framework of stable or un-

stable structured-en aggregated personality-cognitive clusters (similar to temporary functional neu-

ronal clusters). On this basis, it is proposed to implement the subsequent restoration of the systemic 

integrity of the structure of social and economic relations determined by the political or other interests 

of individual autonomous agents within the framework of imprinted methods of identifying the sur-

rounding reality based on configuring ways of communicating information to the consumer. 

To create a consolidating collective of autonomous agents, their "convolution" into cluster 

structures of a lower level than clusters, it is necessary to break up the personality-cognitive supersys-

tem of the digital economy in such a way that each aggregated personality-cognitive cluster is repre-

sented as a kind of aggregated information- a cognitive consumer, strongly or loosely related to other 

aggregated personality-cognitive clusters. 

It is necessary to create a package of situational analysis models of the installation that are dy-

namically adapted to the individualized profile of the continuous assessment of the state of decay, sta-

bility, or the formation of new (or their generality) clusters based on the dynamics of intra-cluster and 

intercluster information relationships and information exchange volumes. At the same time, situational 

analysis should concern heterogeneous data generated by human, electronic sensors and network de-

vices in dynamic problem environments of the digital economy for constant monitoring refinement of 

the assessment of the dynamically changing situation in dynamic problem environments of the digital 

economy. 

It is supposed to develop a subject-adapted configuration of the basic characteristics of a com-

plex of monitoring and managing the formation of individual and group cognitive-reflective models 

for identifying and interpreting what is happening, serving as the source of the actions of collectives of 

autonomous agents within the framework of virtually and organizationally structured chains (net-

works) - a significant for the economy - the nature, realized through information networks. Here, it is 

necessary to operate with working parameters of the work of information and telecommunications 

networks, providing individuals with information about what is happening in the economy, within the 

personal-cognitive supersystem of the digital economy. It is necessary to identify the system-

parametric relationships (relations), incl. the amount of flow of information affecting the personality 

and its perception, penetration of the level of unconscious imprinting worldview stereotypes and use 

for identification and interpretation of what is happening. On this basis, it is possible to develop mana-

gerial decisions regarding participation in intellectual mobility in the areas of the personal-cognitive 

supersystem of the digital economy, formed by the results of the monitoring phase and the initial situa-

tional analysis of the studied socio-cognitive education in the dynamic problem environments of the 

digital economy. 

For monitoring, it is supposed to develop a set of tests for predicting the effects of information 

"noise" as a variety of latent information attacks based on retrospective analysis and predicting the 

amount of flow of information affecting and affecting the personality, penetrating the level of uncon-

scious imprinting worldview stereotypes and using for identification and interpretation of what is hap-

pening in relation to the participation of large masses of people in various forms of the manifestation 

of an intellectual mobility. 

The results of testing should provide an opportunity to increase the observability of information 

and telecommunications networks, providing individuals with information about what is happening in 

the economy (the Internet, television and radio programs, etc.). This is especially important in the con-

text of a potentially critical cascade development of the effect of damage from the avalanche-like dis-

tribution that disaggregates the existing clusters of [real or distorted] information about the processes 

occurring in the economy (state) and the acute shortage of stabilizing information tools for maintain-

ing the normal operation of the system of governance of the state and the economy. 

If, as a result of the information attack, the cognitive imprinting matrices peculiar to a particular 

person [as part of an isolated or unselected group - the collective of autonomous agents] in one seg-

ment of these socioeconomic communities come out of the established system for the realization of 

behavioral activity, this can cause a way out of the established systems of realization of all behavioral 

activity on the basis of cognitive imprintational matrices peculiar to a particular person in another 

segment of the community. And this, in turn, entails an iterative cascade damage to cognitive im-
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printational matrices peculiar to a particular person [as part of an isolated or non-singled out group - a 

collective of autonomous agents] in many different segments of the social subsystem of the digital 

economy under study. 

The criteria for observability should be oriented towards the aggregated personality-cognitive 

cluster as a functionally stable element of the organization of the personal-cognitive supersystem of 

the digital economy. The impact on the cluster allows preserving or disrupting the stability of the 

structure of social and economic relations determined by the political or other interests of individual 

autonomous agents within the framework of imprinted methods of identifying the surrounding reality 

in order to stabilize the process of ensuring consistency of successive decisions in the chains (service 

delivery chains) of any - significant for the economy - character or other forms of manifestation of 

intellectual mobility in conditions of probable destruction of the system we are in connection with in-

formation attacks. 

A set of convergent information, telemetric, sensor services allows you to define a set of dy-

namic monitoring patterns. These patterns in the field of socio-economic processes, where the process 

of joining a person to an aggregated group of people (agents), united by explicit or latent political in-

tentions, initiated by information attacks, their models of group actions, may be completed or contin-

ue, depending on the heterogeneity of the state and regime parameters functioning and interaction of 

distributed information objects, information networks and consumers of information. Monitoring pat-

terns are the subpatterns of the pattern of neural networks corresponding to this target block and their 

analogues within the framework of the model when the parallel operation of many cognitive imprinta-

tional matrices peculiar to a particular person [as part of an isolated or not isolated group of autono-

mous agents] and the ability of the network to change its configuration contribute to high reliability of 

such a network structure, depending on the heterogeneity of the parameters of its state. 

System-parametric interrelations allow calculating the "convolution" and splitting of the person-

al-cognitive supersystem of the digital economy in such a way that each aggregated personality-

cognitive cluster is represented as a sort of aggregated information-cognitive consumer. This consum-

er can be strongly or loosely coupled with other aggregated personality-cognitive clusters present in 

the general electronic content (also available for polycentric search systems for object-oriented index-

ing of the web content of an individual or a cluster as a whole). 

In accordance with the proposed technology, the configuration of methods for communicating 

to the consumer any information within the cluster and intercluster information interconnections and 

the amount of information exchange is made based on a system and situational analysis of heterogene-

ous data generated by man, electronic sensors and network devices in dynamic problem environments 

of the digital economy. The purpose of configuring ways to communicate information to the consumer 

is to maintain a balance between stability and variability (by analogy with the synchronization of cel-

lular brain ensembles in the course of changing neural interaction) both in normal and in extreme con-

ditions of information attack. 

Monitoring makes it possible to identify the correspondence of a subject-adapted configuration 

of the basic characteristics of the possibility of operating the operating parameters of the information 

and telecommunications networks, providing the individual with information about what is happening 

in the economy [9]. 

In the framework of the personal-cognitive supersystem of the digital economy - depending on 

the impact of information "noise" as a form of latent information attacks - it is necessary to diagnose 

individual objects, segments of communities and the whole system (similar to dispersed neural cir-

cuits) to restore the structure of social and economic ties, determined by the political or other interests 

of individual autonomous agents within the framework of imprinted methods of identifying the sur-

rounding reality for stabilization of the process of ensuring consistency of successive decisions in the 

chains (networks) of rendering services of any kind - significant for the economy - character or other 

forms of manifestation of intellectual mobility. 

A package of methods for monitoring information and telecommunications networks that pro-

vide individuals with information about what is happening in the economy, implemented with respect 

to the avalanche spreading of disaggregating clusters of [real or distorted] information about the pro-

cesses occurring in the economy (state), including dynamic patterns in the field of socio-economic 

processes. For socio-economic processes, a special danger poses a cascade failure of stability, which, 

due to information attacks, may result or continue, depending on the heterogeneity of the state parame-
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ters and the mode of operation and interaction of distributed information objects, information networks 

and consumers of information. 

Monitoring services should allow using application software packages to simulate the develop-

ment of a situation with the orientation to maintaining the work of a set of elements of a controlled set 

of information and computing capacities in the context of increasing the observability of information 

and telecommunications networks that provide individuals with information about what is happening 

in the economy Internet, TV and radio programs, etc.) in interconnection with the minimum possible 

volumes of perception, penetration to the level of the unconscious imprinting worldview stereotypes 

and their use for identification and interpretation of what is happening. 

This package of methods for monitoring information and telecommunications networks that 

provide individuals with information about what is happening in the economy presupposes the possi-

bility of supporting the necessary activity of each cluster as a fractal part of the personal-cognitive su-

persystem of the digital economy when performing the functions of implementing social and econom-

ic ties determined by political or other interests of individual collectives of autonomous agents. The 

activity of the cluster is realized within the framework of imprinted methods of identification of the 

surrounding reality in order to stabilize the process of ensuring consistency of successive decisions in 

chains (services) providing services of any kind - significant for the economy - character or other 

forms of manifestation of intellectual mobility within the criteria of maintaining the necessary activity 

of the digital economy and the possibility regulation of these processes by government institutions of 

governance. 

The connection of each pattern in the field of socio-economic processes, where the cascade fail-

ure of stability initiated as a result of the influence of information "noise" as a form of latent infor-

mation attacks can be completed or continue [depending on the heterogeneity of the state parameters 

and the mode of functioning and interaction distributed information objects, information networks and 

information consumers] allows in the context of the situation analysis to extract information about the 

development of processes in the community under study and or about the results that are close to them 

as the basis for determining the state of the stability of the society in relation to the initial information 

regime with respect to the behavioral activity of the entire personality-cognitive supersystem of the 

digital economy as a whole. 

In the system under consideration, for the analysis and decision-making in the interests of con-

trolled fragmentation of the entire personality-cognitive supersystem of the digital economy within the 

framework of stable or unstable structured aggregated personality-cognitive clusters (by analogy with 

temporal functional neural clusters) -parametric interrelations of various aspects of the official and real 

political orientation of the individual, the quality of her professional training, the cultural level, inter-

ests, strong-willed qualities, internal motivation, taking into account the identification of retrospective 

dynamics of information underlying the personality characteristics. 

The novelty of the stated approach is the development of a methodology for dynamic analysis of 

heterogeneous segments of the operational information space, which provides for the modeling of the 

work of information and telecommunications networks that provide individuals with information 

about what is happening in the economy to perceive the associated packets of cognitive imprint matri-

ces. 

The introduction of consolidating teams of autonomous agents of their "convolution" methods 

into cluster structures of a lower level than clusters and, if necessary, the division of the personal-

cognitive supersystem of the digital economy in such a way that each aggregated personal-cognitive 

cluster is represented as its own kind, an aggregated information-cognitive consumer, strongly or 

loosely linked with other aggregated personal-cognitive clusters, ensures the identification of vulnera-

bilities to the target ION in-formational attacks on key standards of behavior, ways of implementation 

of socio-economic relationships [1; 8]. 

Vulnerability identification allows supporting the development of management decisions, plan-

ning measures for the configuration of interactive communication used to exchange information in 

information networks, educational, cognitive, entertaining, etc. systems, establishing feedback and 

taking corrective measures [7; 13]. 

As a result, a comprehensive solution of the issues of the structure-and-functional organization 

of the personal-cognitive supersystem of the digital economy is realized in the implementation of so-

cio-economic relations determined by the political or other interests of individual collectives of auton-
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omous agents within imprinted methods of identification of the surrounding reality to stabilize the 

process of ensuring the consistency of successive decisions in chains (networks) providing services of 

any kind - significant for the economy - rockets or other forms of manifestation of intellectual mobility 

within the criteria of maintaining the necessary activity of the digital economy and the efficiency of 

public administration institutions. 
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Поддержка стабильности кооперативного поведения коллективов  

автономных агентов в динамических проблемных средах  

цифровой экономики 

Е.Л. Логинов, д.э.н., профессор РАН 

E-mail: evgenloginov@gmail.com 

В.Е. Логинова  
E-mail: urmastermind@yandex.ru  

Статья посвящена проблемам поддержки стабильности цифровой экономики как социаль-

но-когнитивного образования, детерминированного участием коллективов автономных 

агентов в механизмах реализации интеллектуальной мобильности в условиях информаци-

онного «шума» или иных факторов, вызывающих выход из устоявшейся системы реализа-

ции поведенческой активности. Предполагается разработать предметно-адаптированную 

конфигурацию базовых характеристик комплекса систем мониторинга и управления фор-

мированием индивидуальных и групповых когнитивно-рефлексивных моделей для иденти-

фикации и интерпретации происходящего, служащих источником действий коллективов ав-

тономных агентов в рамках виртуально и организационно структурированных цепочек (се-

тей) оказания услуг любого - значимого для экономики - характера, реализующихся через 

информационные сети. Идентификация уязвимостей к целенаправленным информацион-

ным атакам на ключевые нормы поведения и способы реализации социально-

экономических взаимосвязей позволяет осуществлять поддержку выработки управленче-

ских решений, планирование мер конфигурирования интерактивной коммуникации, ис-

пользуемых для обмена информацией в информационных сетях, образовательных, познава-

тельных, развлекательных и т.п. системах, установление обратной связи и принятие коррек-

тирующих мер как инструмента конструирования будущего. 

Статья подготовлена в рамках Государственного задания ИПР РАН, тема НИР  

№ 0163-2016-0007 "Научно-технологическое развитие экономики отраслевых рынков" 

Ключевые слова: цифровая экономика, государство, интеллектуальная мобильность, 

поведенческая активность, мониторинг, когнитивно-рефлексивная модель, когнитивная 

импринтационная матрица, интерактивная коммуникация, конструирование будущего  

Об aвторах 

Логинов Евгений Леонидович, д.э.н., профессор РАН, эксперт РАН, дважды лауреат 

премии Правительства РФ в области науки и техники, зам. директора Института 

проблем рынка РАН, профессор Департамента мировой экономики и мировых фи-

нансов Финансового университета при Правительстве Российской Федерации. 

Логинова Валерия Евгеньевна, м.н.с., Институт проблем рынка РАН, Москва. 

About authors 

Loginov Evgeny Leonidovich, Doctor of Sci. (Econ.), Professor of RAS, Expert of RAS, 

twice laureate of the Government Prize of Russia in Science and Technology, Deputy Di-

rector of Market Economy Institute of RAS, Professor of the Department of World Econ-

omy and World Finances at the Financial University under the Government of the Rus-

sian Federation. 

Loginova Valeria Evgenievna, Junior Researcher, Market Economy Institute of RAS, 

Moscow. 

mailto:urmastermind@yandex.ru

