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Abstract

The article is focused on stability-saving problems of the digital economy as socio-cognitive
mechanism. It is determined by the autonomous agents™ teams in intellectual mobility realization
in conditions of information "noise” and other external factors. The authors suggest creating the
configuration of the basic characteristics of a complex of systems for monitoring and managing the
formation of individual and group cognitive-reflective models. It is made to identify and interpret
the reasons of agents™ behavior that is realized through the information networks. Identifying the
weak spots of it allows us to make management decisions, to plan the measures of the interactive
communication, establish the feedback and take corrective steps as a tool for constructing of the
future.

The article was prepared by the MEI RAS within the framework of the State task, the theme of the
research is "Scientific and technological development of the economy of the industrial markets".
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Some associations of information-cognitive consumers (collectives of autonomous agents) form
the organizational and functional framework of the corresponding complex network systems. Investi-
gation of the properties of these associations forms a set of characteristics of aggregated personality-
cognitive clusters as part of a kind of personal-cognitive supersystem of the digital economy.

The complexity of solving this problem lies in its multifacetedness, since random or initiated
malfunctions in just a few directions of imprinting to individuals, of which collectives of agents, stere-
otypes of behavior based on well-established methods of interpretation of the surrounding reality, can
divide a single system for maintaining the effectiveness of intellectual mobility on isolated areas [2;
11]. It is necessary to underline a large amount of information "noise” or direct information attacks,
the information affecting the individual is distorted, which requires the development of new concepts
using current technical achievements [12]. Including with the focus on overcoming existing barriers
(technical, departmental, etc.) for effective joint work of various organizational, technological, etc.
structures management [6; 10].

When developing campaigns for the formation of individual and group cognitive-reflexive
models for identifying and interpreting what is happening, which serve as a source of action for collec-
tives of autonomous agents as a tool for constructing the future, the authors took into account and used
the results of a number of well-known projects, including earlier and last years (Ageev A.l., Lepsky
V.E., Lefevr V.A., Rastorguev S.P., Shevrin H., etc.) [1; 4; 5; 11; 14]. Particularly promising in this
regard is the Russian concept of creating a multifunctional information monitoring system - a noo-
scope, as a platform for prognostication of deep processes and trends and a tool for direct design of the
future [3]. Also interesting in a similar work plan is Kaleva Litaru, devoted to his method - Culturom-
ics 2.0 and the GDELT project - the creation of the analytical forecasting platform Destrometer.

Given the considerable probability of temporarily blocking the active participation of collectives
of autonomous agents in various forms of intellectual mobility during information attacks on personal-
cognitive clusters (for example, the events of September 11, 2001 in the United States that "knocked
down" the politico-civilizational setting of the million autonomous agents both in the US and in other
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countries of the world) with a large situational component of the uncertainty of the consequences (due
to lack of information and for other reasons), the authors suggest iratsya on the controlled fragmenta-
tion of the whole personality-cognitive super-digital economy within the framework of stable or un-
stable structured-en aggregated personality-cognitive clusters (similar to temporary functional neu-
ronal clusters). On this basis, it is proposed to implement the subsequent restoration of the systemic
integrity of the structure of social and economic relations determined by the political or other interests
of individual autonomous agents within the framework of imprinted methods of identifying the sur-
rounding reality based on configuring ways of communicating information to the consumer.

To create a consolidating collective of autonomous agents, their "convolution” into cluster
structures of a lower level than clusters, it is necessary to break up the personality-cognitive supersys-
tem of the digital economy in such a way that each aggregated personality-cognitive cluster is repre-
sented as a kind of aggregated information- a cognitive consumer, strongly or loosely related to other
aggregated personality-cognitive clusters.

It is necessary to create a package of situational analysis models of the installation that are dy-
namically adapted to the individualized profile of the continuous assessment of the state of decay, sta-
bility, or the formation of new (or their generality) clusters based on the dynamics of intra-cluster and
intercluster information relationships and information exchange volumes. At the same time, situational
analysis should concern heterogeneous data generated by human, electronic sensors and network de-
vices in dynamic problem environments of the digital economy for constant monitoring refinement of
the assessment of the dynamically changing situation in dynamic problem environments of the digital
economy.

It is supposed to develop a subject-adapted configuration of the basic characteristics of a com-
plex of monitoring and managing the formation of individual and group cognitive-reflective models
for identifying and interpreting what is happening, serving as the source of the actions of collectives of
autonomous agents within the framework of virtually and organizationally structured chains (net-
works) - a significant for the economy - the nature, realized through information networks. Here, it is
necessary to operate with working parameters of the work of information and telecommunications
networks, providing individuals with information about what is happening in the economy, within the
personal-cognitive supersystem of the digital economy. It is necessary to identify the system-
parametric relationships (relations), incl. the amount of flow of information affecting the personality
and its perception, penetration of the level of unconscious imprinting worldview stereotypes and use
for identification and interpretation of what is happening. On this basis, it is possible to develop mana-
gerial decisions regarding participation in intellectual mobility in the areas of the personal-cognitive
supersystem of the digital economy, formed by the results of the monitoring phase and the initial situa-
tional analysis of the studied socio-cognitive education in the dynamic problem environments of the
digital economy.

For monitoring, it is supposed to develop a set of tests for predicting the effects of information
"noise" as a variety of latent information attacks based on retrospective analysis and predicting the
amount of flow of information affecting and affecting the personality, penetrating the level of uncon-
scious imprinting worldview stereotypes and using for identification and interpretation of what is hap-
pening in relation to the participation of large masses of people in various forms of the manifestation
of an intellectual mobility.

The results of testing should provide an opportunity to increase the observability of information
and telecommunications networks, providing individuals with information about what is happening in
the economy (the Internet, television and radio programs, etc.). This is especially important in the con-
text of a potentially critical cascade development of the effect of damage from the avalanche-like dis-
tribution that disaggregates the existing clusters of [real or distorted] information about the processes
occurring in the economy (state) and the acute shortage of stabilizing information tools for maintain-
ing the normal operation of the system of governance of the state and the economy.

If, as a result of the information attack, the cognitive imprinting matrices peculiar to a particular
person [as part of an isolated or unselected group - the collective of autonomous agents] in one seg-
ment of these socioeconomic communities come out of the established system for the realization of
behavioral activity, this can cause a way out of the established systems of realization of all behavioral
activity on the basis of cognitive imprintational matrices peculiar to a particular person in another
segment of the community. And this, in turn, entails an iterative cascade damage to cognitive im-
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printational matrices peculiar to a particular person [as part of an isolated or non-singled out group - a
collective of autonomous agents] in many different segments of the social subsystem of the digital
economy under study.

The criteria for observability should be oriented towards the aggregated personality-cognitive
cluster as a functionally stable element of the organization of the personal-cognitive supersystem of
the digital economy. The impact on the cluster allows preserving or disrupting the stability of the
structure of social and economic relations determined by the political or other interests of individual
autonomous agents within the framework of imprinted methods of identifying the surrounding reality
in order to stabilize the process of ensuring consistency of successive decisions in the chains (service
delivery chains) of any - significant for the economy - character or other forms of manifestation of
intellectual mobility in conditions of probable destruction of the system we are in connection with in-
formation attacks.

A set of convergent information, telemetric, sensor services allows you to define a set of dy-
namic monitoring patterns. These patterns in the field of socio-economic processes, where the process
of joining a person to an aggregated group of people (agents), united by explicit or latent political in-
tentions, initiated by information attacks, their models of group actions, may be completed or contin-
ue, depending on the heterogeneity of the state and regime parameters functioning and interaction of
distributed information objects, information networks and consumers of information. Monitoring pat-
terns are the subpatterns of the pattern of neural networks corresponding to this target block and their
analogues within the framework of the model when the parallel operation of many cognitive imprinta-
tional matrices peculiar to a particular person [as part of an isolated or not isolated group of autono-
mous agents] and the ability of the network to change its configuration contribute to high reliability of
such a network structure, depending on the heterogeneity of the parameters of its state.

System-parametric interrelations allow calculating the "convolution” and splitting of the person-
al-cognitive supersystem of the digital economy in such a way that each aggregated personality-
cognitive cluster is represented as a sort of aggregated information-cognitive consumer. This consum-
er can be strongly or loosely coupled with other aggregated personality-cognitive clusters present in
the general electronic content (also available for polycentric search systems for object-oriented index-
ing of the web content of an individual or a cluster as a whole).

In accordance with the proposed technology, the configuration of methods for communicating
to the consumer any information within the cluster and intercluster information interconnections and
the amount of information exchange is made based on a system and situational analysis of heterogene-
ous data generated by man, electronic sensors and network devices in dynamic problem environments
of the digital economy. The purpose of configuring ways to communicate information to the consumer
is to maintain a balance between stability and variability (by analogy with the synchronization of cel-
lular brain ensembles in the course of changing neural interaction) both in normal and in extreme con-
ditions of information attack.

Monitoring makes it possible to identify the correspondence of a subject-adapted configuration
of the basic characteristics of the possibility of operating the operating parameters of the information
and telecommunications networks, providing the individual with information about what is happening
in the economy [9].

In the framework of the personal-cognitive supersystem of the digital economy - depending on
the impact of information "noise™ as a form of latent information attacks - it is necessary to diagnose
individual objects, segments of communities and the whole system (similar to dispersed neural cir-
cuits) to restore the structure of social and economic ties, determined by the political or other interests
of individual autonomous agents within the framework of imprinted methods of identifying the sur-
rounding reality for stabilization of the process of ensuring consistency of successive decisions in the
chains (networks) of rendering services of any kind - significant for the economy - character or other
forms of manifestation of intellectual mobility.

A package of methods for monitoring information and telecommunications networks that pro-
vide individuals with information about what is happening in the economy, implemented with respect
to the avalanche spreading of disaggregating clusters of [real or distorted] information about the pro-
cesses occurring in the economy (state), including dynamic patterns in the field of socio-economic
processes. For socio-economic processes, a special danger poses a cascade failure of stability, which,
due to information attacks, may result or continue, depending on the heterogeneity of the state parame-
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ters and the mode of operation and interaction of distributed information objects, information networks
and consumers of information.

Monitoring services should allow using application software packages to simulate the develop-
ment of a situation with the orientation to maintaining the work of a set of elements of a controlled set
of information and computing capacities in the context of increasing the observability of information
and telecommunications networks that provide individuals with information about what is happening
in the economy Internet, TV and radio programs, etc.) in interconnection with the minimum possible
volumes of perception, penetration to the level of the unconscious imprinting worldview stereotypes
and their use for identification and interpretation of what is happening.

This package of methods for monitoring information and telecommunications networks that
provide individuals with information about what is happening in the economy presupposes the possi-
bility of supporting the necessary activity of each cluster as a fractal part of the personal-cognitive su-
persystem of the digital economy when performing the functions of implementing social and econom-
ic ties determined by political or other interests of individual collectives of autonomous agents. The
activity of the cluster is realized within the framework of imprinted methods of identification of the
surrounding reality in order to stabilize the process of ensuring consistency of successive decisions in
chains (services) providing services of any kind - significant for the economy - character or other
forms of manifestation of intellectual mobility within the criteria of maintaining the necessary activity
of the digital economy and the possibility regulation of these processes by government institutions of
governance.

The connection of each pattern in the field of socio-economic processes, where the cascade fail-
ure of stability initiated as a result of the influence of information "noise" as a form of latent infor-
mation attacks can be completed or continue [depending on the heterogeneity of the state parameters
and the mode of functioning and interaction distributed information objects, information networks and
information consumers] allows in the context of the situation analysis to extract information about the
development of processes in the community under study and or about the results that are close to them
as the basis for determining the state of the stability of the society in relation to the initial information
regime with respect to the behavioral activity of the entire personality-cognitive supersystem of the
digital economy as a whole.

In the system under consideration, for the analysis and decision-making in the interests of con-
trolled fragmentation of the entire personality-cognitive supersystem of the digital economy within the
framework of stable or unstable structured aggregated personality-cognitive clusters (by analogy with
temporal functional neural clusters) -parametric interrelations of various aspects of the official and real
political orientation of the individual, the quality of her professional training, the cultural level, inter-
ests, strong-willed qualities, internal motivation, taking into account the identification of retrospective
dynamics of information underlying the personality characteristics.

The novelty of the stated approach is the development of a methodology for dynamic analysis of
heterogeneous segments of the operational information space, which provides for the modeling of the
work of information and telecommunications networks that provide individuals with information
about what is happening in the economy to perceive the associated packets of cognitive imprint matri-
ces.

The introduction of consolidating teams of autonomous agents of their "convolution™ methods
into cluster structures of a lower level than clusters and, if necessary, the division of the personal-
cognitive supersystem of the digital economy in such a way that each aggregated personal-cognitive
cluster is represented as its own kind, an aggregated information-cognitive consumer, strongly or
loosely linked with other aggregated personal-cognitive clusters, ensures the identification of vulnera-
bilities to the target ION in-formational attacks on key standards of behavior, ways of implementation
of socio-economic relationships [1; 8].

Vulnerability identification allows supporting the development of management decisions, plan-
ning measures for the configuration of interactive communication used to exchange information in
information networks, educational, cognitive, entertaining, etc. systems, establishing feedback and
taking corrective measures [7; 13].

As a result, a comprehensive solution of the issues of the structure-and-functional organization
of the personal-cognitive supersystem of the digital economy is realized in the implementation of so-
cio-economic relations determined by the political or other interests of individual collectives of auton-
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omous agents within imprinted methods of identification of the surrounding reality to stabilize the
process of ensuring the consistency of successive decisions in chains (networks) providing services of
any kind - significant for the economy - rockets or other forms of manifestation of intellectual mobility
within the criteria of maintaining the necessary activity of the digital economy and the efficiency of
public administration institutions.
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CraTpsl MOCBSIIIEHa TTpoOIeMaM HOIIEPKKN CTaOMIBHOCTH IU(PPOBOH SIKOHOMHUKH KaK COIHAIIb-
HO-KOTHHTHBHOTO 00pa30BaHUs, NETCPMUHHPOBAHHOTO YYaCTHEM KOJUICKTUBOB aBTOHOMHBIX
areHTOB B MEXaHM3MaxX peaM3alliii MHTEIUICKTYyaIbHOW MOOWIIBHOCTH B YCJIOBHSX MH(OpMAanu-
OHHOTO «IIIyMa» WJIH MHBIX (DaKTOPOB, BHI3BIBAIOLIMX BBIXOJ M3 YCTOSBILEHCS CHCTEMBI pean3a-
MM TOBe/ieHueckoil aktuBHOocTH. [Ipeamonaraercst pa3paboTaTh NpeAMETHO-aalTHPOBAHHYIO
KOH(HTrypaiuo 0a30BBIX XapaKTEPUCTUK KOMIUIEKCA CHCTEM MOHUTOPWHIA M YIpaBicHHS (op-
MHUPOBAHHUEM MHAUBUAYAJIBHBIX U I'PYIIIOBBIX KOFHI/ITI/IBHO-pe(I)J'IeKCI/IBHI)IX MO[[eHeﬁ 11 UACHTHU-
(uKanMY ¥ UHTEPIPETAUH TPOUCXOISILETO, CIYKANIMX UCTOYHHUKOM JICHCTBHH KOJUIEKTHBOB aB-
TOHOMHBIX arcHTOB B paMKaxX BUPTYaJIbHO U OPraHU3allMOHHO CTPYKTYPUPOBAHHBIX HCTIOYCK (ce—
Tei) OKa3aHMsl YCIIYT JIFOOOrO - 3HAYMMOTO JUIsl SKOHOMHKH - XapaKTepa, Pealn3yroLiXcs Yepes
MH(POPMALMOHHBIE CeTH. MneHTHUKalMs ysI3BUMOCTEH K IeJeHaNpaBICHHBIM HH(OPMAIHOH-
HBIM aTakaM Ha KIIOYEeBbIE HOPMBI MOBEICHUS M CIOCOOBl peajn3alddl  COLHAaNbHO-
9KOHOMHYECKHX B3aHMOCBS3CH IO3BOJICT OCYIISCTBIATH MOAICPKKY BBIPAOOTKH yIpaBicHYE-
CKHX DCIICHUH, IUIAHWPOBaHHE Mep KOH(QHUIYPUPOBAHWS MHTEPAKTHBHON KOMMYHHKAIIUH, HC-
HOJIB3YeMBIX Ul OOMeHa HH(popManueil B HHPOPMAIIHOHHBIX CETsIX, 00pa3oBaTeNbHBIX, TO3HABA-
TENBHBIX, pa3BICKaTEIbHBIX H T.II. CHCTEMAaX, YCTAHOBJICHUE 0OPaTHOM CBS3H M MPUHATHE KOPPEK-
TUPYIOLIMX Mep KaK HHCTPYMEHTa KOHCTPYUPOBAHUsI OyAyIIEro.
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